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Abstract—This paper introduces a novel approach for a
system-wide performance evaluation of Zigbee networks, in the
context of large-scale lighting applications. It allows a com-
prehensive assessment of Zigbee networks through quantitative
measurement of three key performance indicators: Reliability,
Robustness, and Responsiveness. It proposes a systematic frame-
work that injects different traffic scenarios into the network to
get performance scores for each node in the network for every
scenario. These scores are then passed through weighted scoring
algorithms to obtain a network-level score for each performance
indicator. Weighting factors are computed through the Analytic
Hierarchy Process (AHP) that prioritizes multiple criteria based
on merit. The framework has been deployed and tested in
real-life lighting systems, considering two luminaire network
topologies: open-space and corridor layouts. The results show
the use of the framework for overall acceptance testing as well
as identifying low-performing nodes. Thus, this paper presents
a distinctive methodology and a testbed to qualitatively monitor
the performance of any Zigbee network deployed for lighting
solutions based on user needs.

Index Terms—Zigbee, performance indicators, weighted scor-
ing algorithm, Analytical Hierarchical Process (AHP), scenario
score, network metrics

I. INTRODUCTION

Zigbee [1] is one of the most widely used wireless commu-
nication protocols in contemporary smart lighting systems. In
such systems, luminaires are typically equipped with Zigbee
nodes that have multiple integrated functions such as motion,
light and temperature sensors. Among others, the sensing
functionality brings energy savings through occupancy-based
and daylight-aware lighting control. As depicted in Figure 1,
hundreds of such Zigbee-enabled luminaires collectively form
a wireless mesh network. The network allows to relay sensory
and control data between luminaires and a central control hub,
also known as network gateway. The gateway further publishes
the data to a backend server for data-driven Internet-of-Things
(IoT) services, which are commonly available via web and
mobile applications.

A. Challenges

One of the challenges of indoor Zigbee networks such as
smart lighting systems is that their performance could be
affected by environmental factors. When large-scale Zigbee
networks are newly installed at customer sites such as office
buildings, factories and warehouses, devices could malfunction
or parts of the network may under-perform. This may result
in multiple packet re-transmissions, causing overall network
performance degradation.

Majid Nabi
Department of Electrical Engineering
Eindhoven University of Technology
Eindhoven, The Netherlands
m.nabi @tue.nl

Internet -
Sensor and luminaire

ya)

Fig. 1: Zigbee-based Smart Lighting System

Zigbee operates in the 2.4GHz ISM frequency band, where
other technologies such as Wi-Fi and Bluetooth also coexist.
Radio Frequency (RF) interference from such and other wire-
less devices could hinder packet transmission and reception.
Packet loss can also occur due to the presence of path loss ele-
ments and signal attenuation due to various building materials.
As a result, it is crucial to execute an acceptance test to assess
the overall performance of a newly set up network. Once the
system is operational, it is also imperative to reexamine the
network after major changes such as Zigbee stack firmware
updates, network expansions as well as reconfiguration of
network parameters such as transmission power, data rates and
payload sizes.

B. Contributions

This paper proposes a new comprehensive methodology to
analyse the overall performance of a given Zigbee network.
Moreover, the methodology allows to identify poorly perform-
ing nodes for further troubleshooting. To that end, it makes the
following novel contributions.

1) It introduces three quantitative Performance Indicators,
namely Reliability, Robustness, and Responsiveness, to
get insight into the overall health of a Zigbee network.
This is achieved by combining low-level network met-
rics such as packet delivery and end-to-end latency with
the injection of dynamic network traffic scenarios.

2) It presents a weighted scoring algorithm for each perfor-
mance indicator, where weighting factors can be flexibly
adjusted based on the prioritization of different criteria.



3) It devises a framework to deploy the evaluation method-
ology into existing network installations to allow perfor-
mance monitoring under different system use-cases.

C. Scope

This work primarily targets indoor Zigbee networks, where
nodes are not mobile, not battery-powered and can communi-
cate through a mesh network topology. Furthermore, a Zigbee
coordinator is assumed to be present, towards which most
packet traffic is concentrated as it collects metrics and sensory
data from all other nodes in the network.

The paper proposes the new comprehensive methodology of
performance evaluation of Zigbee networks by first giving an
overview of existing works in section II and the different
metrics considered by them. Section III lists out the basics
of Zigbee and the importance of Analytic Hierarchy Process
(AHP) for this paper. Section IV discusses the proposed frame-
work, the performance indicators chosen and the algorithm
developed to quantify them. Section V explains the setup over
which the framework is evaluated and the results obtained.
Finally, section VI concludes the results and describes possible
areas of future work.

II. RELATED WORK

Various works have been previously done on performance
analysis of Zigbee networks. [1] explores the efficiency of
Zigbee in wireless electricity meters. It has conducted ex-
periments under different scenarios to observe values such as
Round Trip Time (RTT), packet loss and received power. [2]
presents an experimental evaluation of Zigbee networks where
network parameters such as throughput, RTT, Received Signal
Strength Indicator (RSSI), and Routing Recovery Time have
been analysed. The work presented in [3] analyzes the perfor-
mance of ZigBee networks by considering variable network
sizes. The metrics used for analysis included Packet Delivery
Ratio (PDR), end-to-end delay and energy consumption. The
comparative study in [4] attempts to study the advantages of
LoRa and Zigbee for IoT applications by studying the PDR
and RTT of the respective networks in specific experimental
setups. [5] attempts to bridge the gap between technical
specifications and real-world field measurements of ZigBee
networks. Their paper offers guidance for developing new
ZigBee networks by providing expected raw performance data.
Silicon Labs report [7] on ZigBee network performance aims
to provide designers with an understanding of different use
cases and the expected performance within those scenarios.
The report utilizes varying network sizes and different message
types (unicast and broadcast) as testing benchmarks to gain
insight into the reliability and scalability of ZigBee networks.
It analyzes latency with different payload sizes and packet
intervals and tests the network’s range in terms of average
round trip and expected packet loss.

In the aforementioned works, two key network metrics stand
out in assessing network performance: latency (RTT) and
packet loss (PDR). Nevertheless, these works do not aim to
provide a comprehensive approach where the performance of
a given Zigbee network can be quantified and compared over
time. The approach presented in our paper combines metrics
from individual nodes through a scoring algorithm to compute
a network-level score. As such, the performance of individual

nodes is expressed through a statistical summary of node-
level metrics (such as PDR and latency), while the network-
level assessment is presented through percentage scores under
different Performance Indicator categories.
ITI. PRELIMINARIES

This section recaps the basics of Zigbee and the Analytic
Hierarchical Process (AHP). Section III-A and III-B summa-
rize key Zigbee terminologies. Section III-C gives a brief
introduction to AHP, which is the technique applied in this
paper to compute weighting factors in scoring algorithms.

A. Zigbee Mesh Network

Zigbee is a wireless communication protocol that is based
on IEEE 802.15.4. Its design focuses on low-bandwidth
and low-power systems, such as Wireless Sensor Networks
(WSNs). Hundreds (even thousands) of Zigbee devices col-
lectively form a mesh network. Zigbee devices (a.k.a nodes),
that participate in data packet routing are called Routers. A
Zigbee network may also have one special device, called
the Coordinator, that is responsible for network creation and
maintenance. In Zigbee-based IoT systems, the Coordinator is
typically embedded in the Gateway, which is the interface
device between a Zigbee network and the cloud backend.
In such systems, the Gateway serves as a data-concentrator,
where the majority of Zigbee packets are destined.

B. Network metrics

Key network metrics that are often used for performance
analysis, fault diagnosis and optimisation of Zigbee networks
are the following.

« Packet Delivery Ratio (PDR) of a node n, also known as
its packet loss, is defined as the ratio between the number
of data packets successfully delivered to it (P[?) and the
number of packets transmitted to it from source (P,LT ).

Py
P, = FE (1
Network throughput is also an essential metric, however,
the proposed framework, tailored specifically for lighting
applications, does not prioritize it as a critical factor.

« Packet latency (¢,_,4) is the time taken by a data packet
to traverse from a source (s) to a destination node (d),
possibly hopping through multiple intermediate nodes.

o Packet Round Trip Time (RTT) for a packet m refers
to the sum of the packet latency of a transmitted packet
(ts—q) and its corresponding response packet (£ s).

L™= ts—d + td—s 2
C. Analytic Hierarchy Process (AHP)

AHP [8] is a decision-making tool that helps select features
by breaking down complex decision problems into smaller,
more manageable parts. In the context of a Zigbee network,
numerous network metrics impact its performance. However,
its health is not affected equally by every metric, across all
deployment scenarios.

Thus, there is a need for an algorithm capable of assessing
diverse performance aspects of a network and prioritizing or
weighting the network metrics and scenarios according to
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Fig. 2: Deployment of the proposed monitoring framework

system requirements and user preferences.
AHP provides a flexible method to address this need. It
involves the establishment of a hierarchical structure that
encompasses criteria and sub-criteria of a task, followed by
pairwise comparisons to ascertain their relative significance.
Using a predefined scale, users assign values ranging from 1 to
9 to each pair of features/criteria, that reflect their relative im-
portance within the hierarchy. This process generates a square
matrix containing the relative importance of the features,
which is further analyzed to derive a principal eigenvector.
Normalizing this result yields a vector of weights or priorities
of the features, delineating the impact each has on the task (in
this paper, the performance of the Zigbee network) [9].
IV. PERFORMANCE EVALUATION FRAMEWORK

This section discusses the performance monitoring frame-
work proposed in this paper. Figure 2 depicts a high-level
deployment diagram of the framework and Figure 3 high-
lights the execution steps of the analysis framework. A key
component of the framework is a special Zigbee device,
called monitoring node, that joins an existing Zigbee network.
The main role of the monitoring node is to configure the
network and inject several traffic patterns, which we refer
to as Dynamic Scenarios (cf. Section IV-B). The goal is to
collect network metrics from every node, under each dynamic
scenario. The collected network metrics from all nodes become
then input to a weighted scoring algorithm (cf. Section IV-C)
that performs a quantitative performance assessment. The
assessment is reported under different categories, which we
refer to as Performance Indicators (cf. Section IV-A).
The physical location of the monitoring node in the net-
work can affect its performance results. Unreachability of the
monitoring node by other devices can negatively affect the
results of the performance indicators. While the idea is to
integrate the monitoring node into the coordinator, the current
implementation treats it as a separate entity.

A. Performance Indicators

To quantitatively evaluate the performance of a Zigbee net-
work, the framework introduces three performance indicators.

For every node

Select Scenario

Compute
network metrics

Remaining
scenarios?

Weighted Scoring
Algorithm

Fig. 3: Performance analysis execution flow

1) Reliability of a network is the successful transmission
and reception of packets. As such, a network with a low
packet loss rate is considered reliable.

2) Robustness indicates the consistency of the network’s
performance irrespective of disruptive changes. For in-
stance, a network that can recover from link failures and
find new routes is considered robust.

3) Responsiveness is the rate at which the network adapts
to changes. This performance indicator, for instance,
captures how soon nodes become reachable after a major
network-level power failure.

B. Dynamic scenarios

We define a dynamic scenario as a specific combination of
network parameters such as configuration settings and traffic
patterns. Some key parameter types considered in our analysis
framework are the following.
packet size
transmission (Tx) power
traffic type: unicast, multicast, broadcast
packet send rate: number of packets sent per second
network layout (i.e. network size and topology)

Our framework assumes a discrete set of values are se-
lected for each parameter type. For instance, configurable
packet size and Tx power settings can be respectively
given as sets {38,80,---,124} bytes and {—20,—4,...,10}
dbm. Likewise, network layout can be given as percentages
{100%,90%, - - - , 75%,--- } that denote the active network
size after random link and power failure modes are introduced
in the network.

Given multiple sets of network parameters A, B, - -- ,I", where
A = {ay,a9,---},B = {B1,82, -}, -+, the set of all
possible dynamic scenarios is given as the cartesian product
of these sets, as shown in Eq. 3.

S=AxBx---xT
={(a, B, ,Y)|a € A,BEB,--- ,yeT}

The total number of dynamic scenarios |S| is then obtained
by multiplying the number of elements of each parameter set:
|S| = |A|-|B|---|T|, where |A| denotes cardinality of set A.

C. Weighted Scoring Algorithm

3)

Separate weighted scoring algorithms are developed for
each performance indicator. This section presents, the scoring



algorithms for reliability and robustness, while responsiveness
is omitted due to space constraints..

The input to the scoring algorithms is the statistical summary
of node-level PDRs, shown in Eq. 4 where P, (see Eq. 1)
refers to the PDR of node n and IV denotes the network size.

P{maz,min,avg,std,ji} = {max, mina avg, Stdvji}nNzlpn (4)

In Eq. 4, max, min, avg and std refer to maximum, minimum,
average and standard deviation values across the PDRs of
individual nodes. ji refers to Jain’s Index [10], which is
calculated as shown in Eq. 5. It is a measure of fairness that
indicates the equitable performance of nodes.

N
(X P
Pj = = 5)
N Y P
n=1

1) Reliability

The first step of the algorithm, depicted in Figure 4, is
calculating a Scenario Score (SS) using Eq. 6, for every
dynamic scenario. This score serves as a quantitative indi-
cator of network reliability for a scenario. Higher values of
Praz,min,avg are desirable as they correspond to low packet
loss. A high value of P4 shows high variability in PDR across
the network, which is undesirable. The impact of P;; depends
on FPyug. In Eq. 6, sign = —1if Py,g < 0.5 and Pj; > 0.8. If
the network experiences low P,,, with a high P};, it indicates
that many nodes have high packet loss. This negatively impacts
the scenario score. In any other case sign = 1.

SS = Wavg . Pavg + Wmin : Pmin + Wmaac . Pmax
= Wita * Psta + (sign)(W; - Pj;)

Winaz,min,avg,std,ji in Eq. 6 refer to weighting factors that
are calculated using AHP, which builds a weighting matrix
(Eq. 7) whose elements represent the relative importance of
two PDR statistical summaries. Each element w; is assigned
values from the set {1,3,5,7,9}, indicating {equal, moder-
ate, strong, very strong, extreme} comparisons. The normal-
ized eigenvector of matrix Wy, of Eq. 7 yields weighting
factors Winaz min,avg,std,ji in the range [0, 1].

(6)

Pma;c Pmin Pavg Pstd Pj'

1 w1 wp w3 wa\ P

1

wr 1 Ws We wr Pmin

_ 1 1
WM - uiz uis } wsg Wy Pa'ug (7)

wa we ws 1 wio | Psta

1 1 1 1 -
1/ P

wa wry wog wio

After a scenario score SS; is obtained for each scenario 7 with
Eq. 6, its scenario weight SW; is computed using AHP, based
on its relative importance. E.g., scenarios with default network
settings could carry higher weights than other corner-case
scenarios. Following this, theoretically possible max and min
scenario scores (5S4 and SS,,;,) are calculated. SS,,qz
occurs when there is 0% packet loss and SS,,,;,, occurs when
there is 100% packet loss. These terms are combined to

iScenario i € [1,S]'
i S:numberof

Network
metrics

Assign weight to

Calculate
scenario scores
(SS))

worst scenario
scores
(SSmax and SSpin)
—

QO

each scenario
(SW)

, 4 Loy

~
Calculate weighted Calculate the worst
scenario score per

scenario

weighted scenario
score per scenario

WSS; 2 2 WSS, yorst

Reliability Score

Fig. 4: Weighted scoring algorithm for reliability
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Fig. 5: Weighted Scenario Scores for reliability

compute Weighted Scenario Score (W SS;) and WS'S; yorst
for each scenario ¢, as given by Eq. 8.
WSSZ = (SSmax — SSZ')Z X SWZ

WSSi,worst = (SSma:r - Sszn)2 X SW’L
Figure 5 illustrates WSS, WSSy,0rst and W.SS;4cq:- When
WSS = WSSigear = (SSmaz — SSmaz)? x SW; = 0, there
is no packet loss (maximum reliability). Scenarios with WSS
closer to W .SSy,ors¢ indicate high packet loss (low reliability).

The reliability performance indicator is finally obtained by
Eq. 9, where S denotes the set of all scenarios (cf. Eq. 3).

> WSS
Z‘zi‘l WSSi,worst

®)

Reliability = <1 — ) x 100%  (9)

2) Robustness

The robustness score indicates the network’s ability to
maintain acceptable performance despite disruptive changes.
Link failures (e.g. due to interference, power issues and con-
gestion) could make parts of the network unreachable. When
such issues occur, the network size and topology changes,
resulting in a new network layout. Furthermore, this may
also lead to higher packet retries that increases latency. Thus,
our robustness algorithm considers network layout changes



and packet latency, in addition to PDR. During performance
analysis, network layout changes can be simulated by making
nodes unavailable in some predefined pattern. The scoring
algorithm, shown in Alg. 1, first computes scenario scores
for each network layout £ € K, where K is the set of
analysed network layouts. PDR-based scenario score, SS* is

Algorithm 1 Weighted scoring algorithm for robustness

Require: K is a set of network layouts
Require: S is a set of dynamic scenarios
1: for k €[1,2,---,|K|] do

2: fori € [1,2,---,|S|] do

3: SSf > PDR-based Scenario Score, Eq. 6
4 SSk > Latency-based Scenario Score, Eq. 10
5: SSF and SSE > Normalized scenario scores
6 w? W e [0,1] > Weights for PDR and Latency
7: Compute scenario score SS; where

8: SS; = (W¥.SSP +wk.SSE)

9: SS; > Normalized scenario score
10: NRSk = Zli‘lﬁ

11: end for

12: end for

13: NRSgvg,sta = avg, std(N RSy, where k € [1, |K]])
14: NRS,, = JSaa

av

15: Robustness = (19— NRS.,) x 100%

calculated using the same Eq. 6, used in reliability scoring
algorithm. Latency-based scenario score SS* is the average
latency experienced by every node n in the network of size
N. L™ (cf. Eq. 2) denotes RTT latency of packet m € [1, M]
where M is the total number packets sent per scenario.

5L = Lnmt Lt L
N-M

Scenario score SS is then a weighted function of PDR-
based and latency-based scenario scores, given by line 8§,
in Alg. 1. This requires normalizing the computed scenario
scores within the same range of [0, 1], as indicated in lines 5
and 9. The normalised scenario scores are then combined to
compute, what we call Network Resilience Score (N RS}) of
network layout k, indicated at line 10. After computing N RSy,
the next step is to assess performance variations across the
different network layouts. To that end, we use the statistical
unit coefficient of variation (CV), which measures consistency
within a data sample set. CV is computed as a ratio of standard
deviation to the average of a given data set. This is indicated
at lines 13 and 14 for the computation of N RS, . Finally, the
robustness scenario score is given by Eq. 11.

Robustness = (1 — NRS,,) x 100%

V. EVALUATION AND RESULTS

The framework is implemented and tested in existing net-
works of Zigbee nodes of Silabs EFR32MG12. This section
presents a comparative analysis of results from two separate
test runs, executed in open-space and corridor layouts. Figure
6 represents an open-space layout, which is a typical lighting
network deployment in open-offices. Figure 7, the corridor lay-
out, showcases luminaires distributed across two rooms/halls,

(10)

(1)

with the gateway situated in Room 1. The corridor layout is
selected to demonstrate the importance the robustness score. If
a corridor node fails, it could prevent nodes in Room 2 from
connecting to the gateway, potentially leading to significant
performance degradation. This would not be the case in the
open-space layout.

Node Gateway

D// i} / T\
L

Fig. 6: Open space layout
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Fig. 7: Corridor layout

A. Setup

The tested network consists of one gateway, one monitoring
node, and N = 33 sensor nodes in an indoor setting. To
assess performance, dynamic scenarios S are injected into the
network, varying traffic types (broadcast and unicast packets),
adjusting packet send rates {1, 2, and 10} packets/second,
payload sizes {37, 98, and 124} bytes and Tx powers {-20, 4,
and 10} dBm. Network layout is varied with number of active
nodes at {100, 75, 50, 25}% of network size by switching
off the radio of randomly selected nodes. This results in
S| = 2x3x3x3x4 = 216 scenarios with M = 50
packets transmitted by the monitoring node for each scenario.

B. Results

This subsection provides the results obtained from the
implemented framework.

1) Reliability

Figure 8 and 9 respectively show that the open-space layout
is 95.21% and corridor layout is 89.26% reliable. In the
open-space layout, scenarios 46 to 54 (broadcast packets
transmitted at -20dBm) exhibit reliability issues. Similarly,
the corridor layout encounters these problems in scenarios 19
to 27 (unicast packets transmitted at -20dBm) and 46 to 54.
This observation underscores that nodes within the open-space
layout can establish alternative communication paths despite
low transmission power, whereas such capability is restricted
for nodes in the corridor layout. Thus, the failure of a single
corridor node significantly impacts the performance of nodes
distant from the data concentrator.
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2) Robustness

The results show that open-space layout is 77.37% and the
corridor layout is 76.92% robust. Figure 10 and 11 show the
Network Resilience Scores (NRS) obtained across the network
layouts. The x-axis represents the percentage of active nodes
in each layout.

Initially, the open-space layout exhibits a high NRS, par-
ticularly for 100% and 75% active nodes. However, this
consistency diminishes significantly with a decrease in active
nodes due to a reduction in available routes caused by node
failures. The corridor layout starts with a low NRS and shows a
further decline when only 75% of the nodes are active. This is
because a subset of active nodes, distant from the monitoring
node, become unreachable, as nodes on the corridor fail. A
subsequent increase in NRS is observed as the network size
decreases and the network consists of close-by nodes.

VI. CONCLUSION AND FUTURE WORKS

This paper presents a systematic methodology to analyse the
performance of a given Zigbee network, through quantitative
performance indicators such as reliability and robustness. The
approach can be used as an acceptance test for new installa-
tions and to monitor existing networks after major changes.
In addition, it allows identification of poorly performing
nodes for further troubleshooting. This is possible because
the framework evaluates every node’s network metrics (PDR
and packet latency) as input for high-level performance scores.
The scoring algorithm accepts weighting factors to accommo-
date varying stakeholder requirements. Weighting factors are

50 -
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Fig. 10: Robustness Scores for open space layout
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Fig. 11: Robustness Scores for corridor layout

calculated through Analytic Hierarchy Process (AHP), where
relative importance can be assigned to different parameters.
Furthermore, the scope of the performance analysis can be
flexibly adjusted through the number and types of dynamic
scenarios considered. As an extension, its applicability can be
broadened to other wireless protocols such as Bluetooth, LoRa
and more, where the networks face similar performance issues.
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